SHUBHAM KUMAR

CYBER SECURITY TRAINER

Phone: +91-7037409126 | E-Mail: skshubham279@gmail.com | Linkedin: linkedin.com/in/shubham-kumar

OBJECTIVE

Experienced Cyber Security Trainer with a proven track record of over 4+ years in delivering high-quality
training on computer and network security. Proficient in Network Administration, Firewalls, Penetration Testing,
Social Engineering, and IT Security Policies. Certified in multiple IT security domains, specializing in security
testing, auditing, and vulnerability management. Skilled in conducting hands-on training for globally recognized
certifications, including CSCU, CND, CCNA, CEH, CHFI, ECSA, CPENT, SECURITY+, and LINUX+.

Successfully trained professionals at both National and International levels, including government agencies like
N.S.G. (National Security Guard, Manesar), Civil officers, and top universities: Some of them are GNA
University, (Punjab) & NGF College (Palwal). Adept at simplifying complex cybersecurity concepts, fostering
engagement, and enhancing skill development. Committed to strengthening cybersecurity awareness and
equipping learners with the latest industry best practices.

PROFESSIONAL EXPERIENCE

XZIANT COMMUNICATION PVT. LTD. - Noida, IN / USA Operations
Cyber Security & Ethical hacking Trainer (Corporate), November 2025 — Present
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Managing cybersecurity corporate training programs for USA-based enterprises under Sky States, and

SHEF.

% Leading multiple corporate batches focused on Cyber Security, Ethical Hacking, Network Security, and
Compliance Frameworks.

< Designing customized training roadmaps aligned with US corporate security standards and workforce
requirements.

< Delivering advanced programs on:

> Ethical Hacking (CEH-aligned)

> Penetration Testing (Web, Network & Application)
> Security+ and Enterprise Security Architecture

> Incident Response & SOC Operations

> [SO 27001 & Risk Management

# Conducting real-time virtual lab simulations using Kali Linux, Metasploit, Nmap, Burp Suite, Nessus.
% Handling corporate client coordination, batch scheduling, and technical delivery planning.
% Training IT professionals, engineers, and security teams in the USA timezone.

< Performing internal security audits and vulnerability assessments for associated projects.


https://www.linkedin.com/in/shubham-kumar-312322201/
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Creating enterprise-level cybersecurity documentation and training reports
Mentoring junior trainers and technical support teams.

Ensuring corporate client satisfaction and post-training performance evaluation.

THINKCYBER INDIA - Noida, IN
Cyber Security Instructor, August 2024 - November 2025

Developed and tailored advanced cybersecurity training materials for corporate teams, academic
institutions, and government agencies.

Designed and delivered specialized programs on network defense, ethical hacking, risk management,
and regulatory compliance (GDPR, ISO/IEC 27001).

Conducted penetration testing for THINKCYBER INDIA and its branch, Kairo5 Marcom, identifying
vulnerabilities and strengthening security defenses in their developed Web Applications.

Led hands-on, real-world training sessions, enhancing participant engagement through interactive labs,
simulations, and case studies.

Assessed skill gaps and implemented targeted training strategies in penetration testing, incident
response, and secure coding practices.

Utilized virtual labs, simulation environments, and remote learning platforms to deliver immersive
cybersecurity training experiences.

Provided mentorship and leadership to training teams, fostering a collaborative learning environment
focused on technical excellence.

Delivered multiple internship training programs, equipping students with practical industry-relevant skills
in cybersecurity.

Developed and implemented assessment frameworks, including post-training evaluations, analytics
dashboards, and performance tracking metrics.

Engaged in continuous professional development by attending industry conferences and obtaining
advanced certifications: CEH 12 & 13 (Al), CCNA, CPENT, and CompTIA Security+.

SENSEASY IT LLC - Meerut, IN

Cyber Security Instructor, January 2022 — August 2024

Created customized training materials tailored to the specific needs and objectives of diverse
audiences.

Delivered dynamic and interactive training sessions to foster participant engagement and
knowledge retention.

Assessed training participants to pinpoint areas for improvement and implemented targeted

strategies to address skill gaps effectively.



Solicited and incorporated feedback from training participants to continuously refine training content
and delivery methods for optimal effectiveness.

Employed various technological tools and platforms to enhance training delivery and facilitate
remote learning opportunities.

Designed and delivered training programs focused on improving essential soft skills such as
communication, teamwork, and problem-solving.

Provided leadership and guidance to training teams, fostering a collaborative and supportive
environment for professional growth and development.

Implemented systems for tracking training effectiveness and performance metrics, providing data
driven insights for continuous improvement.

Actively pursued professional development opportunities and stayed informed about emerging

trends and best practices in training and development.

Webtop Solutions - Meerut, IN
Cyber/Web Trainer , February 2021 — January 2022

Mechanisms for monitoring performance indicators and training efficacy were put in place, offering

data-driven insights for ongoing development.

Kept up with new trends and best practices in training and development, and actively sought out

opportunities for professional growth.

Capabile of instructing pupils on JavaScript, HTML, CSS, and contemporary frameworks like Angular

and React.

Put your energy into developing safe, user-friendly websites and practical learning.

Developed training materials that were specifically adapted to meet the goals and demands of various
audiences.

Conducted engaging and participatory training sessions to improve participant engagement and

retention of information.

Measured training participants' progress to identify areas for development and put focused tactics into

place to successfully close skill gaps.

Requested and considered participant feedback to continuously improve training materials and
delivery strategies for maximum impact.

Made use of a range of digital platforms and tools to improve training delivery and enable remote
learning opportunities.

Developed and implemented training courses aimed at enhancing vital soft skills including problem-

solving, cooperation, and communication.

Led and guided training teams, creating a cooperative and encouraging atmosphere for advancement

and development of professionals.



EDUCATION

IIMT UNIVERSITY - Meerut
Bachelor of Computer Application, May 2021

o

Gained proficiency in Java, Python, C++, HTML, CSS, and SQL through hands-on projects and
coding assignments.

Developed strong problem-solving and analytical skills by working on real-world programming
challenges.

Built a strong foundation in network security, ethical hacking, and database management, which
paved the way for a career as a Cybersecurity Instructor.

Class XII (Higher Secondary)
Vanasthali Public Sr. Sec. School, Meerut (U.P), 2018

Class X (Secondary)
Vanasthali Public Sr. Sec. School, Meerut (U.P), 2016

CERTIFICATIONS/RANKS
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CEH - EC-Council Certified Ethical Hacker

CSCU - EC-Council Certified Secure Computer User
CCNA - Cisco Certified Network Associate

CCNA (Practical) - Networkers Guru

Networking Essentials - Cisco

CNSS - ICSI | Certified Network Security Specialist
Be a White Hat Hacker and Pen Tester - By Eduonix
Hacker Rank - HTB(Hack the Box)

Technical Skills

Cybersecurity & Ethical Hacking
*¢ Penetration Testing (Web, Network, and Application Security)
¢ Vulnerability Assessment & Management (Nessus, Acunetix, OWASP Top 10)
¢ Exploit Development & Red Teaming (Metasploit Framework, Nmap, Masscan)
¢ Firewalls & IDS/IPS (Configuration & Evasion Techniques)
¢ Network Forensics & Threat Intelligence

Network & System Security

*» Network Security & Intrusion Detection
¢ Linux Server Administration (Kali Linux, Parrot Security)
+ Secure Web Development & Secure Coding



Other Technical Expertise

« Computer Hardware & Networking
< Web Development & Secure Coding
# Security Compliance & Risk Management (ISO/IEC 27001, GDPR)

Technologies Delivered

» CSCU » CHFI » PENTEST+

» CND » ECSA » LINUX+

» CCNA » CPENT » KLCP

» CEH » SECURITY+ » Python Fundamental

Trainings Delivered At
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NSG (National Security Guard), Manesar — Gurgaon
«* GNA University, Phagwara — Punjab

% NGF Engineering College, Palwal — Haryana

% ICSS, Delhi

< University of Delhi

+ Simplilearn

% Thinkcloudy

< Mumbai University - Edept

< Ministry of Post and Telecommunications - Cambodia

| hereby declare that all the information contained in this resume is in accordance with facts or truths
to my knowledge. | take full responsibility for the correctness of the said information.

(Shubham Kumar)

linkedin.com/in/shubham-kumar


https://www.linkedin.com/in/shubham-kumar-312322201/
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